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TITLE: USES AND DISCLOSURES OF PROTECTED HEALTH 

INFORMATION:  HIPAA PRIVACY POLICY 

 

PURPOSE: To assure that individually identifiable health information 

contained in any University Health System (Health System) record 

is used or disclosed only for its intended purpose and in 

accordance with general and/or specific patient notification and 

permissions, except where permitted or required by law. This is a 

revised policy and supersedes policy dated May 27, 2010. [Key 

Words: Fund-raising, Marketing, Designated Record Set, Business 

Associate, Use, Disclosure, Protected Health Information (PHI), 

Health Care Operations, Accountable Disclosure, Workforce, 

Treatment, Authorization] 

 

 

POLICY STATEMENT: 

 

The Health System will obtain written authorization from an individual, 

except as otherwise provided herein, before using or disclosing the 

individual's Protected Health Information (PHI).   

 

POLICY ELABORATION: 

 

 I. DEFINITIONS 

   

  A complete listing of definitions related to this policy can be found in  

  Attachment I, HIPAA Guidelines. 

  

II. PRIVACY REQUIREMENTS 

 

A. Notice of Privacy Practices  

 

1. The Health System will provide the Notice of Privacy 

Practices to each individual prior to initial treatment or 

other delivery of service, except in an emergency 

situation where patient care could be compromised. 
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Health System staff will obtain written/electronic 

acknowledgment of receipt of the notice. 

  

2. The Notice of Privacy Practices will describe in plain 

language the following: 

  

a. how the patient’s PHI will be used and disclosed 

b. the patient’s rights with respect to the PHI 

 c. the Health System’s duties with respect to PHI  

 d. whom to contact for further information regarding 

 and privacy practices 

 

3. The notice will be prominently posted in each Health 

System facility and on the website. A copy will be made 

available to any person requesting it.  

 

B. The Confidentiality Standard 

 

PHI will be treated confidentially and will be reasonably 

protected from being intentionally or unintentionally seen, 

overheard or intercepted by those without a need to know.  

Extra precaution will be given to PHI considered to be highly 

confidential (HIV/AIDS, psychotherapy notes, etc.).  Each 

Health System department is responsible for implementing 

procedures that reasonably protect the confidentiality of oral, 

written, recorded, and electronic communications involving 

PHI. 

 

C. The Minimum Necessary Standard 

 

 The Health System will make reasonable efforts to limit the 

PHI it uses, discloses, or requests to the minimum amount 

necessary to accomplish the intended purpose. 

 

 

 



         Policy No. 2.14 

         Page Number 3 of 8 

         Effective date: 9/25/2013 

 

D. Limited Access 

 

Each Health System department is responsible for identifying 

persons who need access to PHI to carry out their job duties. 

 

 As a general rule, the Health System will not use or disclose an 

entire medical record of a patient unless the entire medical 

record is specifically justified as what is reasonably necessary 

to accomplish the intended purpose of the use or disclosure. 

 

E. Identity and Authority of Individuals Requesting PHI 

  

Prior to disclosing PHI to a person requesting such information, 

the Health System will verify the identity of the person 

requesting PHI (the “requestor”) and the authority of the 

requestor to have access to such PHI.   
  

F. Incidental Uses and Disclosures 

 

A potential exists for patient's health information to be 

disclosed incidentally. For example, a hospital visitor may 

overhear a provider's confidential conversation with another 

provider or patient, or may glimpse at a patient's information on 

a sign-in sheet or nursing station whiteboard.   

 

Health System workforce/staff are expected to use due care and 

to utilize administrative, technical and physical procedural 

safeguards to limit inadvertent disclosures.  

 

III. PATIENT RIGHTS 

 

 The Privacy Rule created several patient rights with respect to their 

PHI. The Health System has developed processes to protect these 

rights. These rights include 

 

A. the right to obtain a copy of the notice of privacy practices 
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B. the right to request restrictions and confidential 

communications concerning PHI 

 

C. the right to obtain access to PHI for inspection and copying 

 

D. the right to obtain an accounting of certain disclosures   

 

E. the right to be notified of any breaches of unsecured PHI  

 

F. the right to request amendments to PHI 

  

 

IV. USES AND DISCLOSURES OF PROTECTED HEALTH 

INFORMATION 

 

A. Federal and state law detail requirements for the use or 

disclosure of PHI. These details are provided in Attachment I, 

HIPAA Guidelines. 

 

B. In general, the Health System may use PHI for the purposes of 

 treatment, payment and health care operations (TPO) without 

 authorization or permission from the patient. Health care 

 operations include activities such as quality assurance, peer 

 review, training, and business planning activities.  Before the 

 first service is provided to a patient, the Health System will 

 provide to the patient a Notice of Privacy Practices that explains 

 how their PHI may be used for TPO purposes and what rights 

 the patient has with respect to their PHI. 

 

C. Special permission or authorization will be obtained for uses 

 and disclosures other than for TPO, such as marketing and 

 fund-raising. 

 

D. Some uses and disclosures do not require the Health System to 

obtain an authorization, but require that the patient be given the 
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opportunity to agree or object to the use or disclosure, such as 

sharing PHI with family and friends involved in the patient’s 

care. The Health System however does not need the patient’s 

permission in order to provide PHI to public health authorities 

or in emergencies. 

 

E. The Health System will keep a record, or an “accounting” of 

 disclosures made as required by HIPAA law.  The patient will 

 be provided with this accounting of disclosures upon written 

 request. 

 

V. BUSINESS ASSOCIATES 

 

 Contractors/vendors that handle PHI while providing a function or 

activity for the Health System in which a recognized exception to 

HIPAA does not apply will be required to enter into a Business 

Associate Agreement (BAA). 

 

The BAA (See Attachment II) requires contractors/vendors and 

subcontractors to use appropriate safeguards to prevent the use or 

disclosure of PHI. The BAA requires business associates to notify the 

Health System after the discovery of a PHI breach per the terms of the 

agreement. 
 

VI. BREACH NOTIFICATION 

 

 All Health System workforce/staff are responsible for protecting PHI.  

This responsibility includes reporting potential or actual breaches of 

unsecured PHI to the HIPAA Officer. Anonymous reporting is 

available 24/7 by calling the Integrity Hotline at 1-877- 225-7152.  

  

 Other departments will be notified as necessary. The Health System 

will notify the affected patients, the media and the Office of Civil 

Rights of the breach in accordance with applicable federal and state 

law.  
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VII. POTENTIAL SANCTIONS FOR VIOLATIONS OF  HIPAA 

 

A. Civil Sanctions 

    

 The U.S. Department of Health and Human Services (HHS) and 

the Office of Civil Rights may impose civil fines of up to 

$50,000 per violation, not to exceed $1.5 million during a 

calendar year. The HHS Secretary will determine the amount of 

penalty on a case-by-case basis, depending on the seriousness 

of the violation, including the nature, circumstance, extent, and 

gravity of the disclosure as follows:  

 

1. Unknowing: The covered entity or business associate did 

not know and reasonably should not have known of the 

violation. 

 

2. Reasonable Cause: The covered entity or business 

associate knew, or by exercising reasonable diligence 

would have known, that the act or omission was a 

violation, but the covered entity or business associate did 

not act with willful neglect. 

 

3. Willful Neglect – Corrected:  The violation was the result 

of conscious, intentional failure or reckless indifference 

to fulfill the obligation to comply with HIPAA. However, 

the covered entity or business associate corrected the 

violation within 30 days of the discovery. 

 

   4. Willful Neglect – Uncorrected:  The violation was the  

    result of conscious, intentional failure or reckless   

    indifference to fulfill the obligation to comply with  

    HIPAA. However, the covered entity or business   

    associate did not correct the violation within 30 days of  

    the discovery. 
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B. Texas Health and Safety Code 

 

 Under Section 181of the Texas Health and Safety Code, the 

Attorney General may institute an action for injunctive relief, 

and/or civil penalties, not to exceed $5,000 per violation. If the 

court finds that the violations constitute a pattern or practice, it 

can assess additional penalties not to exceed $1,500,000, 

suspend or revoke the facility’s license, and exclude the 

covered entity from state-funded health care programs. 

Additionally, individuals may bring a cause of action under 

other law for violations under Texas Health and Safety Code, 

Section 181. 

 

   C. Criminal Sanctions   
 

    HHS and the Office of Civil Rights may make a criminal   

   referral to the U.S. Department of Justice to prosecute a person  

   who knowingly violated a requirement set forth in the Privacy  

   Rule.  

 

If the person is convicted of violating a requirement set forth in 

the Privacy Rule with the intent to sell, transfer or use 

Individually Identifiable Health Information for commercial 

advantage, personal gain or malicious harm, a court may 

impose a maximum criminal penalty of fines of up to $250,000 

and/or imprisonment of up to ten years. 
 

D. Health System Employee Disciplinary Action 
   

 An employee who violates a provision of this policy, or the

 HIPAA Guidelines provided in Attachment I, will be 

 disciplined up to and including termination in accordance with 

 established guidelines outlined in the Health System’s 

 Employee Handbook. 
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 42 U.S.C. 1320d et seq 

  

 45 C.F.R.  Parts 160, 162 and Part 164 

 

 TEX. HEALTH & SAFETY CODE CHAPTER 181 

 

 TEX. HEALTH & SAFETY CODE § 241.151  

 

TEX. HEALTH & SAFETY CODE § 313.001  

 

 TEX HEALTH & SAFETY CODE Chapter 611   

 

 Health System Policy No. 2.03, Release of General and Patient Information 

  

 Health System Policy No. 9.01, Protection of Human Subjects in Research  

 

 Health System Policy No. 9.02, Patient’s Right to Consent 

  

OFFICE OF PRIMARY RESPONSIBILITY:   

 

 Vice President, Integrity/HIPAA Officer, Integrity Services 

 

 


